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SECURE DEVICE
MANAGEMENT

Built on industry-leading technology,
Vodafone Secure Device Manager is a

comprehensive and cross-platform

solution for your smartphone and tablet
devices. Simple and easy to use - yet

powerful and highly scalable

Secure Device Management

Ever increasing numbers of employees are taking full
advantage of smartphones and tablets to access
company email, data and information. The challenge is
to keep the data on these devices secure. To help,
Vodafone Secure Device Manager (VSDM), a powerful
yet simple and scalable solution that helps you ensure
the compliance of your mobile devices — and the
security of your organisation’s data. Using secure
remote monitoring, you can update software from a
central location, and even lock or wipe devices if they
get lost, stolen or damaged.

Data & Content Management

VSDM is simple to deploy and enables you
to configure and update device settings
over-the-air. You can enforce security
policies, compliance and grant secure
access to your organisation’s resources
effectively across your mobile workforce.
VSDM also allows you to send commands
on-demand to devices to request info,
perform remote diagnostics to identify
device issues in real-time simply and
efficiently.
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Management Console

VSDM is accessible via a user-friendly
device management console that you
can access via any web browser,
giving you complete visibility of all
mobile devices deployed. The
console allows you to streamline and
automate the way you manage your
mobile assets. It's also easy to update
policies, settings, certificates or
applications.




MANAGE THE SECURITY OF
ALL YOUR MOBILES AND
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Total Communications Partner

Total Mobile | Total Fixed

We're proud to be one of the first
Total Communications Partners in the
new Vodafone Partner Programme

TABLETS FROM A SINGLE PORTAL.

VSDM is powered by Airwatch™, a leader in enterprise mobile device
management technology. Deployments are quick and easy, simple to
maintain and are available either as a cloud-based or on-premise
solution.

Cloud-based solution

Vodafone’s cloud-based service is available in both a shared hosted
and dedicated hosted environment and is easily accessible over the
Internet. As a customer of this service you pay a monthly subscription
for each device under management, which includes maintenance and
system upgrades. Benefits of this model include:

— Multiple redundant data centres underpinned by best-of-class
hardware

— High availability and guaranteed SLA uptime

— Scalability supporting 100,000+ devices

— Speed of deployment requiring minimal effort

— No significant investment in technology or installation services

— Maintenance and upgrades are handled by us

On Premise solution

Vodafone Secure Device Manager is also available as a fully integrated
mobile device management solution that’s deployed on your
premises. As an on-premise customer you purchase a perpetual
software license per device.

— Hardware agnostic solution

— Designed to run on virtual environments

— Integrates with multiple enterprise services
— Scales to support 100,000+ devices

— No transmission and storage of data off site

Additional protection options are
also available

Remote Control

— Enables your IT Helpdesk to remotely access and control field
based devices

— Improves diagnostics and configuration

— Removes End User configuration discussions

— Available for Windows Mobile 5.x and 6.x

Get in touch! Speak to one of our VSDM advisors today on 01675 444320

Secure Email Gateway

— Access control to Exchange ActiveSync, Office 365 (dedicated)
or Gmail for Business

— Monitoring of activity between device and email platform

— Available for all leading platforms

Secure Content Locker

— Store documents in a secure cloud-based content
management console

— Authenticate users, encrypted transmitted documents or
disable access

— Distribute files and updates to a single device or a group of
devices

— Auvailable for Apple and Android tablets

Secure Email Gateway

— Browser protection that automatically blocks harmful sites

— Anti-theft measures that remotely locate, protect and control
your phone

— Protection against viruses and malicious software (worms,
trojans and spyware)

— Auvailable for Android, Symbian, Windows Mobile 5.x and 6.x

Why choose Vodafone Secure Device Management:

v Supports industry-leading platforms
v Ensures compliance and mitigates Security risk
v Remote lock/wipe protects your data

y Easy to install, manage, use and maintain Simplifies
enterprise application deployment

v Support as many devices as you need
y Simple-to-use management console
 Can be rolled out to employees' own personal devices

v Enables secure ways of working and embrace BYOD
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